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ABSTRACT 



A system monitors a data payload that is being transmitted 
in a secure form over the Internet and provides rate com- 
putations for such payloads based on the size of the data. A 
data container may be implemented as a digital envelope 
with the bitmap (digital picture) of a stamp. The current rate 
for the data container is shown on the stamp and is dynami- 
cally updated as data files are added to the envelope. The 
overall cost is a function of the apphed rate card, the size of 
the data and the type of security services provided. 

35 Claims, 2 Drawing Sheets 
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AUTOMATED SOFl WARE METERING OF 
DIGITAL PAYLOADS 

This is a continuation of Provisional Application Ser. No. 
60/038,083, filed Mar. 6, 1997. 5 

The present invention relates generally to cost metering 
for digital data payloads, and particularly to a system and 
method for metering and assessing costs for providing data 
transmission and security services. 

10 

BACKGROUND OF THE INVENTION 

Information exchange mechanisms using the Internet 
have been available essentially for free to end users, who 
until the late 1980*s were primary members of academic 
institutions and large companies. As of 1996, good billing 15 
models have not been developed for charging end users for 
Internet data transmission services. Furthermore, since data 
transmission security mechanisms are not widely available, 
there have been no major initiative in developing billing 
mechanisms that would rely on the end user's machine to 
perform data transmission cost metering, herein also called 
postage computation. Specifically, electronic mail (e-mail) 
is and has been widely available as a free service. No 
satisfactory billing model exists for charging the customers 
for this service. However, due to the large bandwidths 25 
required for muUimedia and value added forms of informa- 
tion services, it may not be possible to maintain quality 
services without appropriately billing subscribers for the 
services they use. 

TVo significantly different charging models are available 
from the two conventional predominant mechanisms of 
information communication; 

Mailing services, such as the U.S. postal service and 
various private courier services, typically bill their custom- 
ers before providing services. The charges are usually based 
on the physical distance a package is to be transported, the 
mail agreements between the countries of origination and 
destination, the physical weight or size of the packages to be 
delivered, speed of service, and type of packages. Telephony 
services bill their customers for the time the telephone 
connection circuits are engaged. Customers are not billed 
based on the information content transmitted. 

Telephone services provide options for customers to pay 
a monthly fee to utilize a certain amount of bandwidth 
between the two points whenever there is a need. Billing 
mechanisms for on-demand bandwidth assignment are still 
being worked out. Higher bandwidth in telephony is needed 
when a large amount of information is to be transported in 
a short amount of time. 

Facsimile machines provide another method of informa- 
tion exchange that depends directly on telephony service, 
and thus cost is metered based on the amount of time 
required for document transmission, the distance between 
sender and receiver, and the applicable telephone usage 55 
rates. 

Neither mail services nor telephone services directly base 
their charges on information content. 

Data transmission via the Internet Ls faster than mailing 
services and is almost as fast as fax service. Furthermore, it 60 
does not provide any degradation of content quality. 
However, on its own, it does not protect the confidentiality 
of the material being delivered. Advances in the technology 
of information encryption and user authentication have 
substantially lowered the risks associated with stealing 65 
information content, making it an attractive alternative to 
traditional mailing services. 



,054 Bl 

2 

The current billing model used by the Internet service 
providers is less than satisfactory. It is based on monthly 
charges or the connect time. These models are neither 
flexible, nor can they be considered fair to the ordinary user, 
who may face delays in transporting his information due to 
problems originating from the service providers. 

A secure information delivery service on the Internet 
could potentially outperform what is currently provided by 
any courier document delivery service in terms of cost, 
speed and security. A need is fell for providing the user with 
a billing mechanism using a paradigm that is already well 
known and accepted. Preferably, such a system should be 
fair in allowing for cost computation based on the package 
size, the level of security provided, and specific billing rules 
that the service provider can customize. It should also allow 
the user to review computed costs, for user acceptance or 
rejection, prior to data transmission. 

SUMMARY OF THE INVENTION 

The present invention provides a system and method for 
dynamically computing and/or assessing costs associated 
with Internet based content delivery. The content to be 
delivered can be any kind of electronic document or com- 
pound document that may contain various kinds of data, 
including multimedia data. The costs can be based upon the 
type of security services provided by the institution or the 
Internet Service Provider (ISP). The present invention pro- 
vides the service provider the flexibility to customize their 
billing rules, and to provide billing rules that are fair to their 
end users in specific market segments. Computed billing 
information is dynamically updated visually as the user adds 
or removes items (content) to and from the payload to be 
transmitted. This visual update can be presented in several 
ways to the user. 

A preferred embodiment utilizes a cost metering system 
that has some similarities to the one used by the U.S. postal 
service, where a weighting apparatus updates a display that 
shows the postal charges. In the preferred embodiment of the 
present invention, a digital payload envelope is shown on 
screen with a stamp (i.e., as an image, such as a bitmapped 
image). The value of the stamp increases as the user drags 
and drops more data files onto the payload envelope. 

A second embodiment applies to credit customers or 
customers with other kinds of prepaid or charge accounts. In 
this case, the stamp is accompanied by a second display 
equivalent to a stamp dispenser that indicates the amount of 
remaining credit. The customer is able to add data files as 
long the dispenser can dispense the stamps. A modified 
version of this embodiment provides an allowance for an 
overdraft on the customer's prepaid or charge account. 

A third embodiment of the invention provides a CCD. 
(charge on delivery) feature, in which the applicable charges 
for delivery of a digital payload envelope are deducted from 
the receiver's account if the receiver accepts defivery of the 
payload envelope. In this scenario, the receiver will be 
shown the charges (and optionally a list of the envelope's 
contents) before he or she is required to accept or decline the 
envelope. 

A fourth embodiment of the invention assembles a sepa- 
rate transmittal envelope to assist in the transmission of the 
digital payload envelope and processing of the delivery 
charges. In this scenario, the transmittal envelope contains a 
representation of the information required for the delivery of 
the digital payload envelope to its intended recipient(s) and 
the information necessary for processing the delivery 
charges. The information contained in the transmittal form 
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can also be represented in a bar coded form for automatic by the sender, recipient or any intermediate agent node on 

display and processing by the sender, any intermediate agent the network using standard encryption techniques. System 

nodes that are authorized to process it, and the recipient(s). starts off with a default data type which gets updated in 305 

The information contained in the transmittal form envelope by new data type(s) as soon as the system detects addition 

is made more secure using cryptography techniques. 5 of ^ document. When a document is added, the data type 

box 305 automatically detects the type of the document and 

BRIEF DESCRIPTION OF THE DRAWINGS informs the charge calculation system 310 of the type of 

data. To add a document, the user picks a document from the 

Additional objects and features of the invention will be directory hierarchy 1016 and drops it on the payload enve- 

more readily apparent from the following detailed descrip- lope. The name of the document will appear in the Contents 

tion and appended claims when taken in conjunction with box 1002. The most recent document will be displayed be 

the drawings, in which: default in box 1010. However, the user can select any 

FIG. 1 is a flow chart for one embodiment of the present document in the contents box 1002 to display the contents in 

invention. It depicts how multiple destinations can be added box 1010. The compound documents in this application can 

for the same envelope and how multiple compound docu- be of any type or a concatenation of different types, includ- 

ments can be enclosed in the same envelop. ing multimedia documents (shown) that have text (1011), 

FIG. 2 shows the user interface environment in one ^^^io (1012), movie (1013) or images (1014). The docu- 

embodiment of the present invention. ^^^^^ ^ ^ payload envelope can also contam source code, 

executable code or any other type of data. 

DESCRIFnON OF THE PREFERRED 30 ^^ile executing steps 306 and 308, system stays in the 

EMBODIMENTS mode of adding or removing doaiment(s) by automatically 

J - , . , ^ -t. , following the YES path out of 308. However, user can exit 

FIGS. 1 and 2 are complementary, and therefore will be add/remove document mode by following the NO path 

described simultaneously. In 301. as soon as an eleclromc „f .^^ ^^ ^ ^^^^ ^^^^ 

envelope 1000 ,s opened the user |s identified and a brief ^move document mode anytime the user chooses a different 

summary of his public mformation is displayed in 1001. At « ^ .^^^^^^^ ^^^.^^ 

any ime, detailed user in ormation can be obtained by .^^^j „^ 303 add/remove a destination. 

double clicking the box 1001. ITie detailed user mformation r,^ . ^^ ^ , j 

is provided in a pop-up dialog box that does not otherwise ""^ ^y^.'^" *^ "^l ^.^hoose different actions, 

alter the operation of this application. ^.S" '^^^fSmg and droppmg of objects, throughout the ses- 

30 sion with the help of the graphical user interface. Although 

llie user at anytime can select the desired quality of j ^^^^^ ^ sequential process to iUustrate the main 

service for a particular recipient or everyone on the recipi- jogi^, the graphical user interface allows the user to execute 

ent s l^t by selectmg it from the box 1009. A brief descrip- 33 ^3„y ^^^^^ ^ ^ 302, 303, 306 in any sequence prior to 

tion of quahty of service is displayed just below the box ^^jing sending the envelope by 309 to meet user's 

1009. In the shown flow chart, the user selects quaUty of ^e^ds. The Information and Control Panel 1007 in FIG. 2 

service m 302. However, he can change it anytime before he .^ow more displays in addition to the Stamp Dispenser 

sends the payload envelope. Changing the quaUty of service jqOS, Quality of Service 1009, Address Book 1015 and 

will typically affect the cost by changing the applicable rate Directory Hierarchy 1016. It is within the scope of the 

table (sometimes called a rate card). invention to include all steps necessary to make the graphi- 

The user can add or remove destinations as indicated by cal user interface as intuitive as possible without departing 

303 and 304. Unlike conventional mailing services, a single from the principles of the invention, 

envelope can be sent to multiple destinations. To add a when the user is satisfled with the contents, destinations, 

destination, the user simply picks the destination from quality of service and cost, he can press the send button to 

address book 1015 and drops it into the envelope. To view initiate the act of sending the document 309. The act of 

the details of a destination, the user can select it in the box ^5 sending also seals the payload envelope prior to its trans- 

1003. The details are shown in the view area 1004. To mission. The payload envelope is typically sealed by encryp- 

remove a destination, the user selects the destination in box tion of its contents, and/or the addition of a digital signature 

1003 and presses the delete key on the user's keyboard. This or digital identifier to the payload envelope. The digital 

will only remove the selected destLnation(s) from the box signature or identifier is a function of the payload envelope's 

1003. The contents of Address Book 1015 are not be 50 contents, as well as the identify of the sender. The computed 

eftccted. Depending upon the billing scheme, adding mul- cost is deducted from the Customer billing account of the 

tiple destinations may increase the cost. sender or its designated agent which is maintained on the 

Each time a destination is added or removed, system stays Billing Server 311. Once the computed cost has been 

in the mode of adding or removing deslination(s) by auto- charged to an account, the cost indicator stamp 1005 dis- 

matically following the YES path out of 304. However, user 55 plays an additional graphics to represent the stamp usage 

can exit the add/remove destination mode by foUowing the indicator 1006. 'Ilie stamp usage indicator visually repre- 

NO path out of 304 anytime. The NO path is taken from the sents the fact that the stamp has been used and can not be 

add/remove destination mode anytime the user chooses a used by anyone for any other transmission, 

different graphical user interface action e.g. 306 to add/ in all of the above, it assumed that the cost is computed 

remove document or 309 to seal and send the envelope. go using charge calculation system 310, which performs its 

The user can add or remove as many compound docu- calculation based on the several inputs it receives. The 

ments to the payload envelope as he likes as shown by 306 output of the charge calculation system 310 is displayed in 

and 308. As a result of each addition of the document, the the Stamp box 1005. The billing rules used for incrementing 

cost indicator 1005 is updated as indicated in 307. The cost or decrementing the billing amount shown on the stamp 

indicator 1005 also displays a picture or artwork very similar 65 utilize several parameters. These parameters include the size 

to a traditional postage stamp. The cost indicator 1005 and of the document, type of document, the type of compression 

the stamp usage indicator 1006 are protected from tampering used on the contents, the type of encryption provided for 



04/29/2004, EAST Version: 1,4.1 



us 6,199,054 Bl 



20 



securing the document urgency of the delivery, the type of 
services the user subscribes to and is using in a communi- 
cation including but not limited to the time stamping service 
and/or the notary service to get a particular piece of a 
document notarized by an authorized notary service elec- 5 
tronically. The billing rules may be based on flat rate billing, 
linear payload size billing, piecewise linear billing, as well 
as table lookup methodologies. 

A flat rale billing rule charges the same amount of money 
for a digital payload envelope regardless of the state of the 
billing parameters- A linear payload size billing rule incre- 
ments the stamp value in direct proportion to the size of the 
payload. A piecewise linear billing rule allows for different 
rate values to be assigned to different size ranges as the 
payload size increases. Additional charges may be added for 
additional services not included in the basic billing rates, 
such as for using proprietary encryption techniques instead 
of public domain encryption techniques. The service pro- 
vider can define rules or payment metrics that conform to the 
service provider's specific needs. 

In a second embodiment, for customers with prepaid or 
charge accounts, the stamp is accompanied by a second 
display 1008 equivalent to a stamp dispenser that indicates 
the amount of remaining credit. The customer is able to add 
data files as long the dispenser can dispense the stamps. The 
prepaid/charge account mechanism can be configured to 
allow for a predefined overdraft on the customer's prepaid or 
charge account. 

In a third embodiment, the sender can request that the 
recipient(s) be charged for the data transmission services, 
using a C.O.D. (charge on delivery) option. The applicable 
charges for delivery of a digital payload envelope are 
deducted from the receivers account if the receiver accepts 
delivery of the digital payload envelope. In this 
embodiment, the receiver is shown the charges (and option- 
ally a list of the payload envelope's contents) before he or 
she is required to accept or decline the payload envelope. 
Both the sender and the receiver may optionally designate 
another node on the network as an agent node responsible 
for making payments on behalf of the sender or recipient 
and/or forwarding the digital payload envelope to the 
recipient(s). 

In a fourth embodiment, the sender can assemble, in 
addition to preparing the digital payload envelope, a sepa- 
rate transmittal form envelope. The transmittal form 45 
envelope, as part of its contents, includes a representation of 
the applicable charges and additional fields including send- 
er's identity, sender's address, sender's digital signature, 
identity/address of each recipient, identity of the digital 
payload envelope, each transmission's identity/time stamp, 
quality of service information, comments and instructions 
for processing the contents of the transmittal form and the 
digital payload envelopes. 

In this embodiment, the transmittal form envelope can be 
processed by the sender, recipient(s) and any other autho- 55 
rized agent nodes participating in the transmission process 
and/or are involved in ensuring that the computed costs get 
charged and are paid by the responsible party or parties. 

It should be noted that the words including "charge" and 
"bill" are used herein in the broad sense. ITie act of charging 60 
or billing always requires an authorized party or an account 
to charge and a mechanism to charge e.g. the billing server 
311 including any clearing house services used by the billing 
servers associated with the sender or recipient or an autho- 
rized agent. 65 

Some or all of the information contained in the transmittal 
form envelope can also be represented in a bar coded form 



for automatic display and processing by the sender, recipient 
(s) and any intermediate agent nodes that are authorized to 
process it. The information contained in the transmittal form 
envelope can be encrypted to ensure a securer handling of 
both the transmittal form and the payload envelopes by the 
sender, agent nodes, and the recipient(s). In this 
embodiment, both the digital payload and the transmittal 
form envelopes can be transmitted together or separately on 
the same communications channel or on separate channels. 

In this embodiment, multiple copies or versions of the 
transmittal form and the digital payload envelope are 
required depending upon the number of encryption keys 
being used, the number of recipients, and the number of 
parties involved in the transmission and charging for the 
delivery of the contents of the digital payload envelope, lliis 
embodiment, additionally, allows an intermediary agent 
node acting on behalf of multiple recipients, to aggregate 
and consolidate the envelopes if needed. 

What is claimed is: 

1. A method of cost metering for providing data trans- 
mission services, comprising steps of: 

accepting user specification of data files to be transmitted; 

accepting user specification of one or more destinations to 
which the user specified data files are to be transmitted; 

accepting user specification of data handling services to 
be provided in conjunction with transmission of the 
user specified data files, the user specified data han- 
dling services being selected from a predefined set of 
services that comprise compression, encryption, time 
stamping, and delivery services; 

computing of a cost associated with transmission of the 
user specified data files, the cost being based on one or 
more of the specified data handling services; 

displaying a pictorial representation of a digital payload 
envelope that does not include the user specified files, 
the digital envelop comprising a representation of the 
computed cost, the representation being displayed to a 
recipient at the one or more destinations; and, 

upon receipt of a user command from the recipient that 
indicates acceptance of the cost, transmitting a digital 
payload envelope including the user specified data files. 

2. The method of claim 1, further comprising a step 
upon receipt of the user command of debiting the com- 
puted cost from an account associated with an entity 
selected from a group consisting of a sender, the 
recipient, and an authorized agent, the account being 
associated with a prior account selection made by the 
sender. 

3. The method of claim 1, wherein the computed cost is 
a function of an amount of data to be transmitted. 

4. The method of claim 1, wherein the computed cost is 
a function of the user specified data handling services. 

5. The method of claim 1, further including: 
assembling a transmittal form envelope, for use in con- 
junction with delivery of the digital payload envelope, 
the transmittal form envelope having multiple fields for 
storing data representing sender identification, the des- 
tinations to which the user specified data files are to be 
transmitted, identity of the digital payload envelope, 
and the user specified data handling services; and, 

transmitting the digital payload envelope and the trans- 
mittal form envelope together. 

6. The method of claim 5, wherein at least a subset of the 
fields of the transmittal form envelope are represented in a 
bar coded form. 
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7. The method of claim 6, wherein the bar coded fields are form envelope together or separately; on the same 
displayed and processed by an entity selected from a group channel or on different channels. 

consisting of the sender, the recipient and an authorized 17. The method of claim 16, wherein the step of 

intermediate agent node. assembling, at least a subset of the fields are in a bar coded 

8. The method of claim 5, wherein at least a subset of the 5 form. 

fields of the transmittal form envelope are encrypted. 18. The method of claim 16, wherein the step of 

9. The method of claim 5, wherein the step of assembling assembling, at least a subset of the fields are encrypted, 
further comprises a step of generating multiple copies or 19. Ihe method of claim 16, wherein the step of assem- 
versions of the transmittal form envelope to meet security bling further comprises a step of generating multiple copies 
and quality of service needs. or versions of the transmittal form envelope to meet security 

10. The method of claim 1, wherein the step of sending and quality of service needs. 

further comprises a step of creating multiple copies of the 20. The method of claim 16, wherein the step of 

digital payload envelope to meet security and quality of communicating, the response includes an authorization to 

service needs. aggregate more than one digital payload in a digital payload 

11. The method of claim 5, wherein the step of assembling envelope; and, wherein the step of sending further comprises 
further comprises a step of aggregating a set of authorized a step of aggregating more than one digital payload into the 
digital payload envelopes into the digital payload envelope. digital payload envelope. 

12. A method of cost metering for providing data trans- 21. The method of claim 12, wherein the step of sending 
mission services, comprising the steps of: further comprises a step of sealing the digital payload 

transmitting, by a sender, a request to compute a cost of envelope using at least a subset of methods comprising 
transmitting a digital payload, the request being sent to 20 encryption and a digital signature to ensure that the digital 

a billing server, the request to compute including a set payload envelope is only accessible by an intended recipi- 

data handling services comprising a size of the digital ^^t- 

payload, a set of data types comprising the digital 22. The method of claim 12, wherein the step of sending, 

payload, an encryption method used to encrypt at least ^^8*^^^ payload envelope further comprises a stamp that 
a subset of the digital payload, and a quality of delivery 25 represents the cost and a stamp dispenser indicating an 

jj^j.^-^. amount of credit remammg m an account associated with the 

calculating a cost, by the bilUng server, based on at least '^jrThe method of claim 12, wherein the step of 

a subset of data handlmg services; transmitting, the billing server maintains a set of accounts 

commumcatmg a response, by the biUmg server, to the associated with a set of entities selected from a group 

sender, the response representing both the cost to send consisting of the sender, a recipient, and an authorized agent, 

the digUal payload to the recipient; and, the billing server also maintaining a set of authorized data 

in response to receiving the response, sending, by the handling and delivery services associated with at least a 

sender, a digital payload envelope to the recipient, the subset of the set of entities. 

digital payload envelope comprising the digital pay- 24. The method of claim 12, wherein the step of sending 

^o&d, does not involve the billing server. 

13. The method claim 12, further comprising a step of 25. A computer program product for use in conjunction 
debiting, by the billing server, the cost from an account with a processor, the computer program product comprising 
selected from a group consisting of a sender account asso- a first computer readable storage medium and a computer 
ciated with the sender, a recipient account associated with program mechanism embedded therein, the computer pro- 
the recipient, and an agent account associated with at least gram mechanism comprising a controller configuration sys- 
a subset of the sender and the recipient. [qj^ procedure, the controller configuration system proce- 

14. The method of claim 13, wherein the step of debiting dure including instructions for: 

further comprises a step of charging an account for an transmitting, by a sender, a request to compute a cost of 

amount of money that is greater than the amount of money transmitting a digital payload, the request being sent to 

in the account. ^ billing server, the request to compute including a set 

15. The method of claim 12, further comprising steps of: ^^^^ handling services comprising a size of the digital 
accepting a set of user specifications of data files to be payload, a set of data types comprising the digital 

transmitted as part of the digital payload; payload, an encryption method used to encrypt at least 

accepting a set of user specifications of one or more a subset of the digital payload, and a quality of delivery 

destinations to which the user specified data files are to service; 

be transmitted; and, calculating a cost, by the billing server, based on at least 

accepting a set of user specifications associated with the a subset of the set of data handling services; 

data handling services. communicating a response, by the billing server, to the 

16. The method of claim 12, further comprising a steps of: 55 sender, the response representing the cost for the sender 
generating a separate transmittal form envelope to ensure to send the digital payload to the recipient; and, 

proper handling and charging for delivery of the digital in response to receiving the response, sending, by the 

payload envelope, the transmittal form envelope com- sender, a digital payload envelope to the recipient, the 

prising multiple fields, comments, and instructions; digital payload envelope comprising the digital pay- 

aod, 60 load. 

processing, by at least a subset of entities comprising the 26. The computer program product of claim 25, further 

sender, the recipient, and an authorized agent, of the comprising instructions for debiting, by the billing server, 

transmittal form envelope to determine associated the cost from an account selected from a group consisting of 

charges and one or more destinations of the digital a sender account associated with the sender, a recipient 
payload envelope; and, 65 account associated with the recipient, and an agent account 

wherein the step of sending further comprises a step of associated with at least a subset of the sender and the 

sending the digital payload envelope and the transmittal recipient. 
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27. The computer program product of claim 25, further 31. The computer program product of claim 28, wherein 
comprising instructions for: the instructions for assembling further comprises instruc- 

accepting a set of user specifications of data files to be tions for generating multiple copies or versions of the 

transmitted as part of the digital payload; and, transmittal form envelope to meet security and quality of 

accepting a set of user specifications of one or more ^ service needs, 

recipients to which the user specified data files are to be 32. The computer program product of claim 28, wherein 

>*o^^^'''"^^'*^^' , ^ ^ the instructions for communicating, the response comprises 

28. Tl.e computer program product of claim 25, further ^„ authorization to aggregate more than one digital payload 
compnsmg mstructions for: . j. . , , . f . . • . . 

f . , ^ 10 m a digital payload envelope; and, wherem the mstructions 

generating a separate transmittal form envelope to ensiu"e c r c ■ ■ * c 

u ji- J u • r J 1- f.t. J- 1 forofsendmg further comprises mstructions for aggregating 

proper ha ndlmg and chargmg for delivery of the digital ,. t , , • . , i i 

payload envelope, the transmittal form envelope com- """'^ ""^ '''S'"'^ P''y^°^'^ *S>tal payload 

prising multiple fields, comments, and instructions; envelope. 

and, 33. The computer program product of claim 25, wherein 

processing, by at least a subset of entities comprising the the instructions for sending further comprises instructions 

sender, the recipient, and an authorized agent, of the for sealing the digital payload envelope using at least a 

transmittal form envelope to determine associated subset of methods comprising encryption and a digital 

charges and one or more destinations of the digital signature to ensure that the digital payload envelope is only 
payload envelope; and, 20 accessible by an intended recipient, 

wherein the step of sending further comprises a step of 34 -j^g computer program product of claim 25, wherein 

sending the digital payload envelope and the transmittal t^e instructions for sending, the digital payload envelope 

form envelope together or separately; on the same ^^^^^^ ^^^^ ^ representation of the cost and a stamp 

channel or on different channels. • j- . r j-. ... 

29. -nie computer program product of 28, wherein the 25 ^^1^"^^ ^"^^.^^^'"^ ^" rom^mmg m an 
instructions for assembling, at least a subset of the fields are ^^^^^"^ associated with the recipient. 

represented in a bar coded form. 35. The computer program product of claim 25, wherein 

30. The computer program product of claim 28, wherein the instructions for sending do not involve the bilHng server, 
the instructions for assembling, at least a subset of the fields 

are encrypted. * * ♦ ♦ * 
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